


Context

5G is becoming an increasingly crucial technology for companies,
since it focuses on reducing latency in mobile communications
and increasing the bandwidth available to different terminals.

In addition, edge computing is an essential part of the 5G platforms,
since it provides execution, computing and storage resources for
devices with networks closer to end users - namely when compared
to cloud computing – and enables services with lower latency, thus
serving a greater number of devices with better quality of service.



Challenges

Making RAID compatible with the 5G networks and edge computing
raises two additional challenges: data privacy and security in the
new version of the platform.

In this sense, the group of researchers will focus on data dispersion
and subsequent communication of said data, with different levels of
confidentiality - which requires the development of secure protocols
for communication and encryption of sensitive data, without losing
essential elements to the execution of automatic learning models.

The gathering of information and the location of data will also require
the adoption of support tolls for the execution of automatic learning
models, in a federated and distributed way, in contrast to the currently
used centralization.



Project



Mission

The project aims at improving a platform used by Mobileum for
integral risk management in companies. This platform ensures
revenue, corporate conditions and fraud control for companies.
Thanks to the newest version of the platform, developed by AIDA,
companies will be able to collect and monitor data in an extremely
flexible way, with real time guarantees, security and reliability.

It also aims at improving the RAID platform, a system marketed by the
telecommunications analyst Mobileum for the comprehensive risk
management in companies, thus making it compatible with 5G
networks and edge computing.



Goals

AIDA will provide highly-configurable and rich data collection and 
monitoring, while preserving the current real-time, security and 
dependability guarantees of the RAID platform.



Goals

Distribution of the RAID platform components leveraging edge 
computing and 5G
To delegate processing to the edge, or to use central servers - according to the nature of the 
computation and the type and localization of monitoring and reference data

Exploration of emergent federated machine learning techniques
To learn from local data and push incremental model updates to coordinator nodes, which maintain 
global models based on the contribution of edge nodes and other relevant data sources

Resilience to intrusion or tampering
To promote research and application of intrusion detection techniques at multiple levels of the 
architecture, in order to enable system-wide intrusion tolerance.

Data privacy and confidentiality
To maintain the confidentiality of the operational data being monitored and analyzed, while 
protecting the privacy of the entities to whom the data refers to are fundamental concerns in the 
design of the platform.



Outcomes



Expected Outcomes

The next 
generation of the 
RAID platform

the most dynamic rate of provision 
of network capacity, required by the 
industry

will help addressing the needs of 
telecommunications operators

compatible with 5G networks and 
edge computing, while promoting a 
technological evolution in distributed 
computing and artificial intelligence.



Pilot

By the end of the project, a complete prototype of AIDA will be
deployed and demoed in a realistic scenario, in the sector of the
telecommunication services.

Mobileum, in charge of providing the next generation of the RAID
platform to the clients, will explore the project’s outcomes
commercially.



Funding



Funding

The project AIDA - Adaptive, Intelligent and Distributed Assurance
Platform (reference POCI-01-0247-FEDER-045907) leading to this
work is co-financed by the ERDF - European Regional Development
Fund through the Operational Programme for Competitiveness and
Internationalisation - COMPETE 2020 and by the Portuguese
Foundation for Science and Technology – FCT, under CMU Portugal



Team



Where

The AIDA consortium is composed of four partners from academia
and industry. It includes three academic internationally renowned
research partners, INESC TEC and University of Coimbra (PT),
Carnegie Mellon University (USA), and one industrial partner,
Mobileum (PT).
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